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ABSTRACT

One of the key technologies in edge computing is that it always provides services close to the user by moving data
between edge servers according to the user’s movements. As such, the movement of data between edge servers is frequent.
As IoT technology advances and usage areas expand, the data generated also increases, requiring technology to accurately
track and process each data to properly manage the data present in the edge computing environment. Currently, cloud
systems do not have data disposal technology based on tracking technology for data movement and distribution in their
environment, so users cannot see where it is now, whether it is properly removed or not left in the cloud system if users
request it to be deleted. In this paper, we propose a tracking data server to create and manage the movement and
distribution of data for each edge server and data stored in the central cloud in an edge computing environment.
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Table 1. Comparing Cloud Data Tracker and Tracking Server Method

Item Cloud Data Tracker

Tracking Server

Proposed
method

Log all events related to data in the cloud

Generates tracking data for data and stores
it on a separate tracking data server

Approach

User interprets logs with Reactive approach

Server removes data with Real-time
approach

Main Purpose Security and follow-up

Real-time data tracking

Detailed  [dentify attack paths and identify the person| Complete data retirement with real-time
Purpose responsible for the damage data tracking
Major Logging is performed automatically, but Automatically extract/save trace data and
Differences post-response through logging is passive work with trace data

Table 2. Comparing BlockChain and Tracking Server

Item BlockChain

Tracking Server

Concept . . L
b operations to increase reliability

Systems with multiple servers duplicating

Systems that handle all trace-related
operations in Tracking Server

node

Maintains data integrity and reliability of job
Pros results through the same operations on each

Easy to add and remove devices and no waste|
of storage space

cons -
efficient

Takes a lot of resources, time, and less

Increased security threats and difficulty in
dealing with errors
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Fig. 6. Tracking System Implementation
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Table 3. Overhead based on the number of file
generations

number of times| Normal | Tracking |Overhead
100 times 3.879 6.286 2.407
1000 times 51.3 53.905 2.605

Table 4. Overhead based on file generation size

Size Normal Tracking Overhead
10KB 5.952 8.233 2.281
1MB 51.3 53.905 2.605
5MB 84.988 88.089 3.101
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